
Ryan Sheldrake 
Sonatype - Principle Architect, International 

Securing the Software  
Supply Chain  









The software supply chain 



Software development lifecycle  
+  

Secure development lifecycle 

Learn Design Code Build Verify Release Operate 



The importance of  
open source software  

(OSS) 



The  
80:20  
Rule 



Why? 
 
•  How does this affect you? 

 
 

•  You – Developers – are the front line of security 
 

 - 90% of services are third-party components.  
 - The use of 3PP and open source components can 

increase the 
            security attack surface and legal risk. 

 - Security reviews of each 3PP component have unknown 
status. 
 

•  The unknown security posture of open source components can 
increase the security and legal risk of all products. 



What is  
REALLY 

inside your 
components? 

•  Food? 
Is it organic or grass fed – who do 
you trust to tell you the ingredients? 
 

•  Your car?  
Engine size & design materials? 
 
 

•  Your House!? 
The foundations and roofing 
material? 
 
 

•  Your software!  
Are you still using components from 
8 years ago when you first created 
your product? 



How do these attacks work? 
 

•  Infrastructure as code 
•  Apache, DNS, Bind, Docker, etc. 

 
•  Code as code 

•  Best case scenario: deletion 
•  Worse case scenario: distribution of malware 

 
•  Patching 

•  Coordinated vulnerability disclosure 
•  Upgrade minor versions vs. major versions 
•  Trust but verify your upgrade source 



Priorities 

Availability	

Security	

Agility	



How do we fix the problem? 



Manual 
security & 

legal 
review 

workflow 

The Past 



•  Pre-approval required by both security and legal teams 
- Each team using a component needed to submit a review request 
- Even if that component was used in different teams –  
  each use case can differ 

•  Security teams 
- Manually check if the request was using the latest version 
- Manually review change notes 
- Manually search Google/NIST/MITRE for CVEs 
- Manually code review 
 

•  Legal teams 
- Manually review licenses 

What Salesforce Used to Do! 



Automation – World Class Data! 

World 
Class  
Data 

 
 



Automation phases 

•  Awareness, awareness, awareness 
 

•  Administrators and developers – bring these OSS components into the 
ecosystem 

•  Integrate these components in the design and security review of your 
application and infrastructure lifecycle 

•  Consider the legal risk for compliance requirements 

•  Decide workflow for 3rd Party Proprietary/OSS ownership 
 



Automation phases 

• CRAWLING 
 

•  Scan source code repositories 
-  Command-line scanning of repos 
-  Git integration 

•  Sonatype Nexus IQ Server REST APIs 
- For bug integration 
 



The software supply chain: 
Crawling 



Learn Design Code Build Verify Release Operate 

Software development lifecycle  
+  

Secure development lifecycle 



Automation phases 

• WALKING 
 

•  Scan and integrate with build 
 

- CI/CD integration is your friend/point of control 
- Sonatype Nexus IQ Server can scan for security and legal issues 

 



The software supply chain: 
Walking 



Full Application Bill of Materials 
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Software development lifecycle  
+  

Secure development lifecycle 



Automation phases 

• RUNNING 
 

•  Scan and integrate with repositories and IDEs 
- Nexus Firewall with Nexus Repository 

•  Scan and integrate with IDEs 
- Nexus Firewall with Eclipse/IntelliJ/Visual Studio 

•  Continuously Monitor for new threats 



The software supply chain: 
Running 
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Software development lifecycle  
+  

Secure development lifecycle 



Results! 

- Minutes to scan via weeks to manually review 
- Comprehensive view of security risk 
- Multiple points of feedback and control 
- Continuous scanning 
- Complete understanding of legal risk 
 

•  Impact to security and legal reviews 



Automate or Die 
 

Every CISO 



Secure your software supply 
chain 

•  Verify the integrity of your software supply chain 
•  Increase awareness of the threats to the software supply 

chain 
•  Examine your infrastructure and software development 

lifecycle 
•  Pilot with manual workflow until confidence is gained 
•  Automate, automate, automate 
 

• Ask questions. Be curious. 




